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ABSTRACT

We propose in this paper a new approach to verify the
integrity of digital images using automatic detection of
“regions of interest (ROIs)”. The goal is to achieve a
strong protection of important parts of an image and to
ensure a positive integrity verification of its slightly
modified content. The modifications could also be a
content change, but this change must be outside the
regions of interest. The approach combines digital
watermarking techniques with a method for automatic
detection of regions of interest.

1. INTRODUCTION

Recognition of manipulations in images is addressed by
digital watermarks for authentication. Existing methods
can fall into three classes: fragile, content-fragile and
semi-fragile watermarking algorithms [1]. One bit change
in a pixel value already destroys a fragile watermark,
while content-fragile watermarking is sensitive to any
slight change of the data content. Semi-fragile
watermarking is moderately robust to common signal
processing; the difficulty of this approach is related to its
limited possibility to differentiate between malicious data
manipulations and common postproduction editing
processes. Most of the proposed watermarking schemes
are not robust to geometric transformations and cropping,
resulting from common image processing. Even though
slight geometric transformations and cropping preserve
the image content, it is not certain that the watermark will
be detectable, so the verification of integrity may fail.

Most of the existing watermarking methods for
image authentication embed watermarks into the whole
image without taking into account the underlying
semantic content [2-4]. However, for many applications,
some portions contain more important information than
the rest of the image. These portions are usually referred
to as the “regions of interests” (ROISs).

The ROI concept is well studied in the JPEG2000
standard for still image compression [5]. The standard
supports different progressive decoding modes including
the ROI functionality. In this context, a ROl is a part of

the image with an arbitrary shape, which is compressed
with a high quality at any decoding bit-rate than the rest
of the image. In our work the ROI concept is not limited
to the JPEG2000 images. Indeed, a ROI is defined as an
object of interest, which can be automatically detected by
the object retrieval algorithm [6] (cf. section 4.1) and
extensively protected, so the integrity of the whole image
only depends on the integrity of such objects.

Geometric transformations, adding or removal of
information outside the ROIs (e.g. time stamp) should not
make the content unauthentic, even though such
manipulations change the image content. Additional
protections for ROIls are required in order to distinguish
between ROIs and background alterations.

In this paper we propose an approach, which ensures
integrity verification of slightly modified digital images.
The modifications could be content changes, but these
changes are accepted only outside the ROIs. As we go
through different sections of this paper, a ROI refers to an
object of interest in which the user needs more protection,
for instance logos, faces, cars, buildings, etc. Faces are
particular objects, which need a higher level of protection
as the multimedia content, involving more and more well-
known person faces, is always subject to falsification and
illegal copy redistributions.

The proposed authentication scheme combines digital
watermarking techniques with automatic detection of
faces as ROIs. Again, faces plays an important role in
many security and integrity protection applications but
our concept can be extended to other objects.

The paper is organized as following: section 2 briefly
discusses related work in ROI based watermarking and a
survey in object retrieval. We illustrate in section 3 our
approach based on the embedding and the verification
scheme. A discussion on advantages and limitations of
the proposed method is followed in section 4 and we
conclude in section 5.

2. RELATED WORK

In this section, we review the most representative studies
in digital watermarking based on ROIls. We give also a
brief survey in object retrieval since the proposed
watermarking approach is motivated by automatic
detection of the ROls.



2.1. Image watermarking with ROI

Different approaches for ROI-based watermarking exist
in the literature. For copyright protection of ROI, Park
and Han [7] proposed a method based on image
segmentation, which embeds encoded watermark into a
face region as a semantic important part. Su et al. [8]
proposed two ROI-watermarking schemes based on
wavelets. In this approach the watermark information is
embedded mainly in the ROI. The two schemes require
either the knowledge of the original image and ROI or
user’s selection of ROI during the watermark retrieval.

For content integrity protection, Lie et al. [9]
proposed a fragile watermarking approach for JPEG2000
images. A fragile watermark is embedded into the ROI
and the relations of ROl wavelet coefficients are
extracted as features and embedded into the ROB (region
of background) in a robust way. However, if the ROIs are
visually similar in an image database, the relation of
wavelet coefficients could not be able to identify different
ROIls. Furthermore, as the ROI position is assumed
predefined and transmitted by side information, the
scheme is limited to JPEG2000 images and vulnerable to
format conversion. In addition, only one ROI is defined
in all above mentioned watermarking schemes and the
robustness to geometric attacks, e.g. rotation, is also
guestionable.

2.2. Object retrieval

Object retrieval is an important issue for several
applications including multimedia search engines, video
surveillance and driver assistance systems. One of the
main distinguishing factors in object retrieval methods is

the degree of semantic used for training and classification.

Methods based on low level semantic consider a scene as
a collection of regions or blobs, which are found using
segmentation algorithms [10] based on low level features
(color, shape, texture, etc.). In this mode the user is
interested in a particular region or object in a scene,
clicks on that region and the system will find
automatically the corresponding objects in the database
using low level features and the nearest neighbor
classifier [11].

The second mode is based on high level semantic and
attempts to capture the variation of a particular class of
object using either geometrical or statistical models.
Statistical learning models try to capture the statistical
variation in the object class using a representative training
set of images belonging to the object of interest [12,13].
Geometrical approaches use some a priori knowledge
about the structure of the targeted object. Training
consists in extracting some invariant characteristics of the
object such as differential invariants and exploiting the

geometrical relationship between these invariants using
graphs [14], hash-tables [15], etc., in order to discriminate
the object of interest from the others.

The main limitation in object retrieval is the
difficulty to extend these methods to some classes of
objects with particular behaviors including deformations
such as cats, or some fractals such as trees. In the context
of image watermarking, one important issue is object
normalization, which helps the watermark to be robust to
some transformations. When objects are fractal or show
non-linear deformations, 3D variations of the pose and
occlusions, the normalization process becomes intractable.

3. PROPOSED AUTHENTICATION SCHEME

The proposed scheme is based on three steps: face
detection, embedding watermarks into each detected face
and into the background and their authentication. These
steps are discussed in the following subsections.

3.1. Face detection

Faces are particular semi-rigid objects subject to 2D-3D
pose and photometric variations and to some non-linear
deformations related to expression. Face detection is one
of the most challenging problems in face analysis and
there is as yet no solution with performances comparable
to humans' both in precision and speed. Many methods
for face detection are discussed in the literature including
neural networks [16], support vector machines [17],
graph matching [14], skin color learning [18] and coarse-
to-fine processing [19].

The used method for face detection [6] is based on a
tree-structured network of support vector machines
designed for efficient computation. This hierarchy serves
as a platform for pose modeling and efficient search of
faces where most of a scene area is rejected efficiently
using simple classifiers, while regions containing faces
and face-like structures are rejected using more complex
and dedicated classifiers.

A scene is processed at four different scales and at
some locations. For each of those locations, we process
the surrounding data in order to extract the 16 x 16 low
frequency wavelet coefficients. The global hierarchical
detector declares these coefficients as a face, if and only
if, there is at least one complete chain of positive
responses from the root classifier to a leaf classifier. The
parameters of the face, i.e., the location, the orientation
and the scale are given from the leaf cells.

3.2. ROIs Authentication

An authentication loop is introduced in order to give extra
protection to the detected ROIls, which is similar to the



Fig 1. Face detection: left: original, right: after rotation

authentication loop we used for MPEG-4 [20]. The loop
contains watermarks embedded into each ROI. The
watermark information in each ROI contains the
underlying identifier (ID), the total number of ROIs in the
image (denoted as MaxID) and the current ROI position
relative to the next ROI, e.g. a vector pointing to the next
ROI. Any manipulation, like adding, moving or deleting a
ROI, will break the authentication loop or make a leak
and can be detected by verifying the loop’s integrity.

Since the detected ROIs have quite similar visual
contents, e.g. human faces, it is difficult to identify
different ROIs by extracting unique features from ROlIs.
Therefore, in our scheme, we use different pseudo-
random sequences to identify different faces, which are
generated by secret keys. The watermark information is
modulated first by the random sequence before
embedding into faces. To ensure the face integrity,
existing semi-fragile watermarking methods [4] can be
used to embed the modulated sequence into the detected
faces. Malicious manipulations of a face will destroy its
watermark information and make it unauthentic.

A human face ROI is defined as the rectangle defined
by the detected two eyes and mouth positions, as shown
in Fig.1. Furthermore, in order to guarantee the
robustness to rotation attacks, the watermark should be
embedded along the pre-defined ROI orientation, e.g. the
tilt of a face. Hence, before embedding watermarks into
ROls, the face rectangles should be normalized first.

3.3. Verification of ROIs and background

In order to verify the relationship between a specific ROI
and the background, spread spectrum watermarks [21] are
embedded into the background in a robust way, which are
highly correlated to the corresponding sequences

embedded into each ROI but independent from each other.

This makes it impossible to copy a marked and authentic
face into another image, but moving a face in the same
image will not break its authenticity. Hence, every robust
watermark should be embedded into the background by
the order of starting from the areas near to the
corresponding face and also along the pre-defined face
orientation. This ensures the verification of the face
location in case of cut & paste attacks in the same marked
image and can also detect the false alarms of face

detection as shown in Fig.l. The spiral embedding
approach proposed in [22] can be applied.

In conclusion, we protect the membership of a face to
its specific image by the relationship existing in the
watermark between the specific face and the background,
while we protect the integrity of faces in an image by the
authentication loop. The combination of both protection
mechanisms can detect the most common malicious
manipulations.

4. DISCUSSION

The proposed approach addresses the issue of ensuring

the integrity of selected image content, also after some

cropping and/or geometric transformations. Different
application fields are faced with this security challenge,

e.g. medical databases, video surveillance, passport and

identity control applications, visual communication, such

as e-learning and video conferencing.

Using an automatic detection method for the
identification of the faces as ROIls, we are not forced in
storing ROI related information into the image. At the
same time we can gain the synchronization points needed
for the retrieval of the watermark. As shown in Fig.1,
after slight rotation, the faces can still be correctly located.
Thus, the watermark retrieval can be easily synchronized
by normalizing the face rectangles again.

We briefly discuss the advantages of our approach,
summarized as following:

o Multiple ROIs in an image: even though each detected
face is considered a separate ROI, it is possible to
identify more ROIs belonging to the same image up to
the limit due to the capacity of the embedding
algorithm. Their integrity can be checked separately
and the spatial order of the ROIs can be verified.

o Automatic detection of ROI: from the practical point-
of-view, this prevents the user from a tedious manual
selection of the ROIs and makes the approach very
attractive for large database applications. Furthermore,
no-extra storage of ROI location and size are expected
from the watermark, saving capacity and solving also
the synchronization problem after possible geometrical
transformations. Of course, the user can also manually
select or mask faces, which are detected automatically.

e Secure for cut & paste attacks in the same image and
from other images: since the embedded information
provides a relationship between the ROI and its
background, it is not possible to cut an entire face from
an image and to paste it into the same or another one.

e Secure for adding and removal attacks: it is not
possible to add or remove any face from an image,
without breaking its authentication loop, due to the
information embedded into the faces.



e Robust to rotation and cropping attacks: after these
manipulations, it is still possible to verify the integrity
of an image positively, if the face regions have not
been manipulated.

The main limitations of the approach are:

e It is difficult to embed the watermarks in the
background when the ratio between the size of the
ROIs and the whole image is high. This can result for
instance from close up faces.

e Robustness to image scaling depends on the applied
watermarking  algorithms, since the proposed
authentication scheme is not intrinsically robust against
scaling.

o Limited types of ROIs automatically detectable: It is
known that deformable, fractal and complex ROls
containing more than one object are difficult to detect
automatically.

5. CONCLUSION

We introduced in this paper an image authentication
scheme tolerant to distortions caused by common image
processing and based on automatic detection of regions of
interest. The proposed scheme provides extra protection
to the important ROIs of an image, for instance faces. The
concept of authentication loop is introduced to verify the
integrity of faces, so our approach detects changes,
moving, adding and removal of faces from the same
and/or another watermarked image combined with a
robust embedding of watermarks in the background.

Finally, the proposed ROI watermarking can find lots
of applications in medical databases, video surveillance,
passport and identity control applications, visual
communication, such as e-learning and video
conferencing.
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