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We present a concept which enables services to be offered 
on different quality levels and to be billed accordingly. 
The technical implementation combines scalable coding 
with cryptographic techniques and unequal error 
protection. Different keys are used for the various layers 
(multikeys). This makes it possible to selectively decode 
different quality levels.  
In addition to the facility for tiered billing, our method 
increases error protection during transmission, which is a 
major advantage for mobile devices. 
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Scalable coding methods for pictures and voice were 
developed in order to extract services of various qualities 
and display them on terminals having different capabilities 

[1]-[4]. They are used in the MPEG-4 standard 
(scalability profiles) and the JPEG 2000 standard [5], [6]. 
They consist of separate data streams (layers) of differing 
quality. We take the following types of scalability into 
account: 
6SDWLDO� UHVROXWLRQ� VFDOLQJ: this corresponds to different 
picture sizes of the encoded image layers. 
7HPSRUDO� UHVROXWLRQ� VFDOLQJ: different picture 
frequencies. 
$PSOLWXGH� RU� 615� UHVROXWLRQ� VFDOLQJ (SNR = Signal to 
Noise Ratio): different quantization parameters in the 
layers. 
&RQWHQW� VFDOLQJ� IRU� WH[WV: the lowest layer contains only 
headlines, while the higher ones contain the full text and 
any additional images [7].  
8SGDWH�VFDOLQJ: updates of share prices, sports reports or 
other important events. 
$Q\�FRPELQDWLRQ�RI�VFDOLQJ�WHFKQLTXHV. 
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We combine scalable coding with our new proposed 
multikey technique and unequal error protection as set out 
below: 
Fig. 1 shows an example with 3 layers. The individual 
layers are compressed separately. The lower the quality 
level, the lower the bandwidth during transmission. We 
likewise apply encryption individually and separately to 
the layers. This makes selective decoding possible.  
Owing to interference at the air interface, error protection 
is necessary for mobile devices. We employ unequal error 
protection, with the lowest layers being given the greatest 
protection [8], [9]. It is vital to perform encryption 
between compression and error protection so that the key 
is then also protected.  
The service provider can provide customers with 
decoding keys using a tiered scale of charges. The basic 
layer can be offered unencrypted and free of charge as a 
demo preview. 
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A multilayer coder conforming to the MPEG-4 standard is 
used for encoding. As already mentioned, the various 
layers can be split into different MPEG-4 elementary 
streams (ES). The MPEG-4 standard offers the additional 
option of using an IPMP interface (IPMP = Intellectual 
Property Management and Protection), which permits 
independent encryption of the ES. An identification code 
for the encryption mechanism used can be transported in 
the configuration information for the MPEG-4 
presentation for every ES, enabling unique assignment 
and decryption of the specific ES for which a key is 
provided. Fig. 2 illustrates this principle: 
For the encoded data transported in the individual 
elementary streams, the procedure is then as follows: the 
bit stream generated by the coder is subdivided into 
segments of different importance. Only the important data 
is forwarded to the encryption unit! The data after the 
picture start codes and the block headers is suitable for 
this.  
In addition, the data stream is subdivided into encryption 
units, at which it is possible to recommence decoding if an 
error occurs. 
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The data is encrypted using a symmetrical encryption 
algorithm (advanced encryption system) [10], [11]. The 
session keys used for this are generated in the transmitter’s 
encryption unit (random number generator). 
Given the expected bit rates of 64-768 kbit/s, in some 
cases the encryption of multimedia streams is too 
complex. However, this complexity can be significantly 
reduced if only selected parts of the bit stream are 
encrypted as described below. In a typical video stream 
(e.g. H.263), the information is organized so that first the 
basic information, such as the start code marking the start 
of a picture, the picture header containing information 
about the picture size, etc., is coded, then finally the 
information describing the actual content of the picture 
(Fig. 3):  
If the headers are not known, it is virtually impossible to 
reconstruct the pictures. This can be exploited for the 
encryption process. Since the headers together usually 
require less than 60 bits, a video stream can already be 
efficiently encrypted simply by encrypting only the 128 
bits following the start code. The start code itself is not 

encrypted so that it is possible to identify a starting point 
for recommencing decoding in the event of errors. A 
further advantage of unencrypted start codes is that it is 
then unnecessary to specifically tell the decryption unit 
which positions in the bit stream are encrypted and which 
are not, since a 128-bit encryption is always performed 
following the start code. 
Assuming that the video stream does not use slices, i.e. 
one picture is coded as one unit in each case, then given a 
picture frequency of 10 pictures/s it is only necessary to 
encrypt 1.2 kbit/s. Even if a picture were divided into up 
to ten slices, this would result in a throughput of 12 kbit/s 
through the encryption unit irrespective of the bit rate of 
the video stream. The same also applies of course to the 
decryption of the data at the receiving end.  
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The multikeys method is compatible with the technique of 
unequal error protection (UEP). Since encrypted data 
would lead to the loss of the entire encrypted packet in the 
event of an error, we use a correspondingly higher level of 
error protection for these packets (Figs. 4 and 5). 
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Our studies show that the proposed multikeys method is 
technically feasible. The problem of costly encryption was 
solved by encrypting only parts of the data stream. This 
considerably reduces the complexity of the method, and 
consequently makes its use in small mobile devices 
feasible. The proneness of mobile terminals to 
interference was reduced through special error protection 
for the encrypted data segments, without bloating the data 
stream as a consequence of redundancy.  
This technique opens up application scenarios that will 
make m-commerce services more attractive and simpler to 
use. The lowest quality level, such as text and a few small-
format pictures for example, should be available free of 
charge on every terminal. If users are in possession of a 
subscription key, they can display high-quality images and 
films on a sufficiently large display. In addition to better 
quality, ad-free pages could also be provided. This 
scenario can be extended to cover many applications: 
download services, street maps, movies, network games, 
live concert performances, privately offered MM content.  
Through the scaled representation and tiered billing of 
multimedia data, we anticipate an increase in high-quality 
services and consequently a boost to the terminal market. 
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